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1. Purpose of the Policy
The purpose of this policy is to outline the commitment of Rights Information and Advocacy Centre (RIAC) to protecting the privacy, confidentiality, and security of personal information relating to clients, employees, and volunteers. This commitment is grounded in compliance with the Privacy and Data Protection Act 2014 (Vic), as amended in 2024, and the Privacy Act 1988 (Cth), as amended by the Privacy and Other Legislation Amendment Act 2024 (Cth), including adherence to the relevant Information Privacy Principles (IPPs).

RIAC recognises that all personal and confidential information must be handled in a manner that is:
· Fair, reasonable, and proportionate to its intended purpose.
· Protected against unauthorised access, use, or disclosure.
· Subject to valid and informed consent, where applicable.
· Retained or securely deleted in accordance with legal obligations and individual rights, including the right to erasure.
This policy provides a framework for how RIAC collects, uses, stores, discloses, safeguards, and deletes personal information.

2. Scalability and Practical Implementation
As a small not-for-profit organisation, RIAC takes a practical and risk-based approach to putting this policy into action. In that context, we recognise that some technical solutions—like data portability systems or pseudonymisation—can be overly complex and costly for an organisation our size. We will implement measures to ensure compliance with due regard to our scale and resource base.
3. Scope 
This policy applies to all RIAC clients, employees, and volunteers regarding the collection, use, storage, and disclosure of personal information.

4. Responsibilities 
All RIAC Personnel are responsible for respecting and maintaining the privacy and confidentiality of individuals and the organisation’s business. 

To strengthen governance and accountability, RIAC designates the CEO as the organisation’s Privacy Officer. This role is responsible for overseeing privacy compliance, responding to privacy-related inquiries and complaints, coordinating data breach responses, and ensuring that privacy practices remain aligned with current legislation and best practices.

RIAC will provide information and training to support all staff, board members, and volunteers in understanding their obligations under this policy and how to meet them. 

5. Definitions 
· Australian Privacy Principles (APPs): The principles under the Privacy Act 1988 (Cth) that apply to most Australian organisations and outline how personal information must be handled.
· Consent: A freely given, specific, informed, and unambiguous indication of an individual’s wishes by which they, by a statement or clear affirmative action, signify agreement to the use or processing of their personal data.
· Data Breach: An incident where personal or sensitive information is lost or subjected to unauthorised access, modification, disclosure, or other misuse. This includes both accidental and deliberate breaches.
· De-identified Information: Information that has been stripped of personal identifiers so that the individual is no longer reasonably identifiable.
· Doxxing: The unauthorised disclosure of an individual’s personal or identifying information, often with malicious intent.
· Information Privacy Principles (IPPs)
The set of principles under the Privacy and Data Protection Act 2014 (Vic) that govern how public sector organisations in Victoria must handle personal information.
· Personal Information: Any data that identifies an individual or can reasonably be used to identify an individual. This includes, but is not limited to, details such as name, date of birth, or information about a disability. 
·  Sensitive Information: A subset of personal information that is afforded a higher level of protection under the law.
It includes:
· Racial or ethnic origin
· Political opinions or membership
· Religious or philosophical beliefs
· Sexual orientation or practices
· Criminal record
· Health information
· Genetic or biometric data used for identification
· Statutory Tort: A legal right under the Privacy Act 1988 (Cth) allowing individuals to take court action for serious invasions of privacy, such as misuse of personal information or intrusion into private affairs, where there is a reasonable expectation of privacy and the act was intentional or reckless  
· Third Party: Any individual or organisation other than the data subject or RIAC that may receive or process personal information on behalf of RIAC.

6. Individual Privacy Rights
RIAC recognises and upholds the enhanced privacy rights of individuals under the Privacy Act 1988 (Cth), as amended in 2024 and 2025. 
These rights include:
· Right to Access: Individuals may request access to their personal information held by RIAC.
· Right to Correction: Individuals may request corrections to ensure their information is accurate, complete, and up to date.
· Right to Erasure: Also known as the "right to be forgotten", individuals may request deletion of their personal information, subject to legal and operational requirements.
· Right to Object: Individuals may object to the processing of their personal information in certain circumstances.
· Right to Data Portability: Individuals may request their personal information in a structured, machine-readable format and have it transferred to another organisation.
· Right to Anonymity and Pseudonymity: Where lawful and practicable, individuals may interact with RIAC anonymously or using a pseudonym.
· Right to Lodge a Complaint: Individuals may lodge a complaint with the Office of the Australian Information Commissioner (OAIC) if they believe their privacy rights have been breached.
RIAC is committed to responding to all privacy rights requests within 30 days and will provide clear guidance on how individuals can exercise these rights.

7. Collection of Personal Information
· RIAC will collect personal information only with the informed and voluntary consent of the individual—whether a client or RIAC personnel—and only where the information is reasonably necessary for a lawful and legitimate purpose.
· All personal information collected will be handled in a respectful manner and will be relevant, accurate, complete, and kept up to date in accordance with the Information Privacy Principles (IPPs) under the Privacy and Data Protection Act 2014 (Vic).
· Individuals have the right to access their personal information held by RIAC and to request corrections to ensure its accuracy, as provided under both Victorian and Commonwealth privacy legislation.
· RIAC is committed to transparency and accountability in its information handling practices and will take reasonable steps to ensure compliance with all applicable privacy laws, including the right to erasure, data correction, and enhanced consent requirements introduced under the Privacy and Other Legislation Amendment Act 2024 (Cth)

8. Consent Requirements
RIAC is committed to ensuring that consent for the collection, use, and disclosure of personal information is obtained in a manner that upholds the rights and autonomy of individuals. The table below outlines how these requirements apply in different scenarios where capacity may be an issue. RIAC cannot formally determine capacity, which requires a medical or legal decision maker, but RIAC will take account of an individual’s circumstances and the extent to which they need support in decision making to decide what approach to take in obtaining consent. 

In general terms, to be valid, consent must meet the following criteria:
· Freely Given: Consent must be provided voluntarily, without coercion, pressure, or undue influence.
· Specific and Informed: Individuals must be clearly informed about what personal information is being collected, the purpose of its use, and who it may be shared with. Consent must relate to a specific purpose and not be overly broad or vague.
· Unambiguous: Consent must be expressed through a clear affirmative action. Silence, pre-ticked boxes, or inactivity do not constitute valid consent.
· Separate from Other Agreements: Consent must not be bundled with other terms and conditions. Individuals must be able to provide or withhold consent independently of other decisions.
· Revocable: Individuals have the right to withdraw their consent at any time. RIAC will respect and act upon such withdrawal promptly, unless there is a legal obligation to retain the information.
Consent Requirements - Scenarios 
	Scenario
	Consent Required
	Notes

	Minor under 16
	Parental/guardian consent
	RIAC cannot determine capacity, refer to your manager.

	Minor aged 16–17
	Case-by-case
	Assess maturity, understanding, and context of the activity. Document rationale for decision.

	Adult with full decision-making capacity
	Direct client consent
	Must be informed, voluntary, and documented. Verbal consent acceptable if written is not feasible.

	Adult with cognitive impairment
	Guardian or legally appointed decision-maker consent
	If no guardian is appointed, assess capacity and involve a support person or advocate. Document all decisions.

	Third-party access (e.g. advocacy, referrals)
	Client or guardian consent
	Must be documented. Verbal consent acceptable if written is not feasible.

	Risk to safety or legal obligation
	No consent required
	Disclosure permitted under duty of care or legal mandate. Must be documented and justified.



9. Use and Disclosure of Personal Information
· RIAC will collect, use, and store personal information only when it is necessary for the organisation’s legitimate functions and to effectively support its clients, in accordance with the Information Privacy Principles (IPPs) under Victorian law.
· Personal information will only be used or disclosed with the informed consent of the individual and solely for the primary purpose for which it was collected, unless an exception under the law applies (e.g. serious threat to life, legal obligation).
· Individuals, including clients and RIAC personnel, may withdraw their consent at any time. RIAC will respect and act upon such revocations promptly, unless otherwise required by law.
· Health and medical information will only be collected or retained with explicit consent and where there is a clear, lawful, and directly related purpose. 
· Requests from funding bodies or audit organisations for client information or direct contact will only be actioned with the client’s prior agreement and consent.
· RIAC personnel must not disclose or publish any information obtained during their employment that could reasonably identify a client or their circumstances, unless the client (or their authorised representative) has provided explicit consent or disclosure is required by law.
· Personnel are prohibited from copying, retaining, or using confidential information unrelated to their official duties or responsibilities within RIAC.
· Confidential information obtained through RIAC must not be used for personal gain or for the benefit of any third party not affiliated with RIAC.

10. Information Security
RIAC is committed to protecting personal and confidential information through secure storage, access controls, and responsible handling practices.
Physical and Electronic Storage
· Physical records must be stored in locked cabinets or secure rooms with access limited to authorised personnel.
· Electronic records must be stored on secure, access-controlled systems. Sensitive data must be encrypted, especially on portable devices or during transmission.
· Cloud storage must comply with Australian privacy laws, with data hosted in Australia or jurisdictions with equivalent protections.
· Backups must be performed regularly and stored securely.

Access Controls
· Role-based access ensures staff only access information necessary for their duties.
· Authorisation must be approved by the CEO and reviewed regularly.
· Authentication includes secure login credentials and multi-factor authentication (MFA) for systems with sensitive data.
Remote Access
· Remote access must be conducted through secure, encrypted channels (e.g., VPN).
· Devices used remotely must comply with RIAC’s security standards.
· Only authorised personnel may access confidential information remotely.
Third-Party Access
· Third parties must sign confidentiality agreements and be granted only the minimum access necessary.
· Their access must be monitored for compliance.
Training and Awareness
· All personnel should understand this policy before accessing confidential information.
· Ongoing training ensures awareness of current obligations.
Breach Management
· Any unauthorised access, loss, or disclosure of personal information must be reported immediately.
· RIAC will assess breaches within 30 days and respond in line with the Notifiable Data Breaches (NDB) scheme under the Privacy Act 1988 (Cth).
· Affected individuals and regulators (e.g., OAIC, OVIC) will be notified where required.


11. Retention Requirements:
Clients Over 18 Years of Age: All data and information must be retained for a minimum of seven (7) years from the date of the last entry in the record.
Client Consent Options: When providing consent, clients can instruct RIAC to:
a) Retain their data for a specified period, or
b) Delete their data after the seven-year minimum retention period.
Clients Under 18 Years of Age: All data and information related to disability or medical conditions must be retained until the client turns 25 years old, in accordance with the Health Records Act 2001 (Vic).
Child Sexual Abuse-Related Records: If any data relates to actual, perceived, or alleged child sexual abuse, the following retention periods apply:
· Reporting and/or investigation records: 99 years
· Training and development records: 45 years

12. Destruction and De-identification of Information Requirements
RIAC ensures that personal and confidential information is securely destroyed or de-identified when no longer needed for legal, operational, or service delivery purposes. This aligns with the Privacy Act 1988 (Cth), the Privacy and Data Protection Act 2014 (Vic), and the Privacy and Other Legislation Amendment Act 2024 (Cth).

Summary of Destruction/De-identification Methods
	Type of Information
	Destruction/De-identification Method
	Legal Reference

	Physical documents
	Cross-cut shredding; secure disposal bins
	Privacy Act 1988 (Cth)

	Digital data
	Data wiping using ISM-compliant software; permanent deletion from systems and backups
	Australian Government ISM

	De-identification
	Anonymisation or pseudonymisation techniques
	OAIC guidance

	Children’s data
	Heightened safeguards; age-appropriate de-identification; parental oversight
	Children’s Online Privacy Code (Dec 2026)


Key Practices
· Retention periods are followed before destruction (e.g. 7 years for adults, until age 25 for minors, 99 years for child abuse records).
· Permanent deletion ensures data is irretrievable.
· Documentation of destruction is maintained for compliance and audit purposes.

13. Data Breaches
Notifiable Data Breach: A notifiable data breach occurs when personal information is accessed, disclosed, or lost in a way that is likely to cause serious harm. Under the Privacy Act 1988 (Cth) and the Notifiable Data Breaches (NDB) scheme, organisations must notify both the OAIC and affected individuals as soon as practicable. 
The breach must be assessed within 30 days, and the notification must include details of the breach, the type of information involved, and recommended actions for individuals. Victorian public sector organisations may also need to notify OVIC.
Non-Notifiable Data Breach: A non-notifiable data breach involves unauthorised access, disclosure, or loss of information that does not pose a likely risk of serious harm, or where harm has been prevented through timely remedial action. These breaches still require internal reporting, investigation, and documentation. While not legally required to notify external regulators, the organisation uses these incidents to improve data handling practices and strengthen safeguards.

14. Data Portability
Under the amended Privacy Act 1988 (Cth), individuals have the right to request a copy of their personal information in a structured, commonly used, and machine-readable format.
· RIAC will respond to data portability requests within 30 days.
· Requests must be made in writing to the CEO and include proof of identity.
· Where technically feasible, RIAC will transmit the data directly to another organisation upon request.

15. Doxxing and Online Harassment
Doxxing is the malicious publication or sharing of personal information and is a form of deliberate data breach linked to online harassment. Any case of doxxing would amount to a serious breach of compliance with this policy. Doxxing may include the unauthorised disclosure of names, addresses, contact details, or identifying images online or in public forums.
· Any suspected doxxing incident must be reported immediately to the CEO.
· RIAC will investigate and, where appropriate, notify affected individuals and law enforcement.
· Disciplinary action, including termination, may apply to personnel involved in doxxing.
· RIAC will support affected individuals and may seek legal remedies under the statutory tort of privacy.

16. Children’s Online Privacy Code 
RIAC acknowledges the Children’s Online Privacy Code coming into effect 10 December 2026, which will strengthen protections for children under 18 in digital environments. RIAC will review and update its practices to comply with the Code by December 2026.
In the interim, RIAC will:
· Minimise data collection from children.
· Use age-appropriate language in privacy notices.
· Avoid profiling or targeted advertising to children.
· Seek parental or guardian consent where appropriate.

17. Statutory Tort of Privacy 
Right to Sue for Serious Invasions of Privacy
Individuals have a legal right to sue for serious invasions of privacy under the new statutory tort introduced by the Privacy and Other Legislation Amendment Act 2024 (Cth). This adds to the potential liabilities of RIAC for any breaches of this policy and its obligations around privacy.
 
RIAC personnel must not:
· Intrude upon an individual’s seclusion (e.g., surveillance, recording).
· Misuse personal information (e.g., unauthorised disclosure or access).
RIAC will treat any such incidents as serious breaches and will take disciplinary action against any personnel found to have committed such a breach. 



Documentation 
RIAC consent forms. 
RIAC Confidentiality Agreement 
 
Related documents 
RIAC Access to Records Procedure. 
RIAC Privacy Brochure. 
Data Breach Notification Procedure 
Easy Read RIAC Complaints Procedure 
Easy Read Complaints Flow Chart 
Resources 
· Office of the Victorian Information Commissioner-Notifiable Data Breaches-Information for Agencies 
· The Privacy Amendment (Notifiable Data Breaches) Act 2017 inserts Part IIIC into the Commonwealth Privacy Act 1988 
· Office of the Australian Information Commissioner www.oaic.gov.au  
· Preparing for the Notifiable Data Beaches Scheme Webinar Slides-Australian Government Office of the Australian Information Commissioner. 
· Data breach preparation and response  
· A guide to managing data breaches in accordance with the Privacy Act 1988 (Cth)-OAIC, 2018. 
· Notifiable Data Breaches Scheme-Legal information for not-for-profit community organisations-Justice Connect/Not-for-profit Law-2018. Privacy Act 1988 (Commonwealth) 
· Health Records Act 2001 (Vic) 
· Privacy and Data Protection Act 2014 (Vic) 
· Australian Privacy Principles 
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